Abstract

Undoubtedly, the most important part of Intrusion Detection System (IDS) and
firewall is the pattern-matching function to check rules. The more powerful functions
and faster performance it has, the better it works in detecting intrusions. In order to
handle those more complex rules for various intrusions, a powerful multi-pattern
matching engine is needed not only for common rules, but also for those rules written
in Regular Expression.

In this thesis, a scalable and functional custom automata system is designed. It
could easily process the newly Snort rules with much smaller automata data size and
overcome the disadvantages of traditional pattern-matching algorithms. Instead of
processing pattern-matching, pattern-relationships, and PCRE patterns with extra
CPU computing, it could save the overheads by doing those jobs in automata. The
proposed automata is very suitable: -for hardware parallel matching engine
implementation, with much less storage space and better performance.

The experiments result shows that compares with Snort system, the proposed
automata system achieves perfect balance among functionality, performance, and data
size. In our design, the header fields and content keywords are treated as patterns for
matching, and therefore it provides an easier way to design the IDS. With this
proposed core pattern-matching algorithm, various rules can be designed for complex

applications.
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