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1-1.
(Policy-based network management)
(Qo9) (Network Security) (Configuration)
Co iguration
C nges
1-1
1-1 (Policy Rule)
(When) (How)

(Who)  [1]

(Trandation) (Device-specific Configuration)

[1]



1-2.

1-3.

(Policy mechanism)
APIs (Methods)

1-2

(Protocols)

(2[3]
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Objectives)

(semantics)

10.23.24.56

1-3.2.

(Policy Editing/Policy Presentation)

Web (GUI)

(Policy Trandation)

(Policy Validation)

10.23.24.56 50Mb/s

(Conflict Detection)

10Mbl/s
10.2.24.56 10.2.25.1
10.2.24.58 10.2.25.2

(Command Line)

(Service Level

7Mbl/s
5Mbl/s
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(Retrieval)

1-3.3. /

Host A WAN B

1-3.4.

[ | (Outsourcing model)

(Provisioning model)

(Policy Consumer)

[4]
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(Loca Decision Point)

1-5.

1-3

(Policy Client)
I -

COPS/ISNMP

1-3
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1-4 [5]

if <Condition> then <Action>

Conditiﬂ Acti oln

1-4
<Condition>
B Hoss ( Netmask) IDS(
DNS)
B User IDs
B Applications ( TCP UDP
ICMP )
B Layer2 MAC Ether type 802.1Q VLAN

identifier SNAP header DSAP SSAP
B Routing |Pv4/IPv6
B Schedule ( )

<Action> <Condition>
(Accept) (Deny) (Discard) (Resource Reservation)
(QoS)

Rule 1:
if (SrcAddr == 10.114.1.2) then
Drop packet.

Rule 2:
if (DstAddr == 10.113.2.2) then
Forwar d packet.
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Rule 1 10.114.1.2
Rule 2 10.113.2.2
10.114.1.2 10.113.2.2
(match) ?

Rule 1 Rule 2
Rule1

1-6.

|PSec COPS
(Common Open Policy Service)
[6] SNMP MIBs

[7] LDAP [8]
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(Policy-based Network Bandwidth Management System)

TCP/IP (Connection-Oriented)
osl —
[ | (Local to Remote) (Remote to Local)
(bi-direction)
m IP MAC IP
[ | (Quota)
[ | TCP
[ |
[ |
IP
MAC IP
2-1.
2-1.1.
Java Applet Windows NT
HTTP Java Applet
HTTP

HTTP
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2-1.2.

2-1.3.

Protocol)

PBMP

2-1.4.

(Block)

(Agent)

( LAN WAN)

Java Applet

—PBMP(Policy Based Management
(Internet Protocol, |P)

PBMP

Java Applet
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2-2.
u (Policy Maker)
u (Policy Server)
u (BandK eeper)

2-1

(Browser)

Java Applet
(Graphic User Interface)

(Provisioning model)
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Policy Server

Policy Maker BandK eeper

Virtual M
Winsock
Winsock / Win TICP/IP \
TCP/IP TCP/I :
NDIS NDIS SinglelP -
o JavaApplet

Q Manager Applet  Policy Server

e Policy Servert  BandKeeper

2-2 Policy Maker Policy Server  BandKeeper

HTTP(
6592)
JavaApplet Java Applet PBMP( 6593)
( Download Books Upload Rules Discovery Device )
Task
6594
6594
PBMP -
2-3

TCP 3-way Handshake

(Data Stream)
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PBMP Get_Request
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Cli ent Seryer
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PBMP Get_Request
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-
2-3 PBMP
2-3.1.
(Request Header)
(Result Header)
(Payload)
2-3.2.
2-4
2 byteslt bytes M bytes 1 bytes X bytes

Random| Requlst

Optional Pa rOptional yl oad

2-4 Request Header
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Random Seed Request

Code Optional Parameters
Optional Payloads
Optiona Parameters 356 bytes
Optional Parameters 49 bytes
Optional Payloads
Optiona Parameters
2-5
2 bytest bytes N bytes 1 bytes Y bytes

Res ull t

Optional Pa rOptional yl oad

2-5 Result Header

Random Seed Result Code
(Optional Parameters) (Optional Payload)
Optiona Parameters 265 bytes
Optional Parameters 32 bytes

Optional Payloads

Random Seed Check Sum TCP/IP
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2-3.3.
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Listen on TCP
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Client Module
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Access

2-6

Listen 6593

Client Module

(blocking)  socket

Client Module
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TCPIP
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2-3.4.

2-4.

Applet

(GUI)

6594

Hostl1d

HuontL L7

Huatlan

HostllG |

ANT

Java
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1 ( SNMP Community)

3.
4.
5.
(
)
2-4.1.
Incoming( )
Outgoing( ) Source IP/Netmask Destination

IP/Netmask Protocol Service Schedule Group <Condi ti on>
<Action> Rule QoS  Connection QoS Rule QoS
Connection QoS

QoS Maximum/Committed Rate Quota limitation Connection
Duration
Schedule
QoS
Condition:

Source |P = 192.168. 168. 1

Source Net nmask = 255. 255. 255. 255
Destination I P = 192.169.169.1
Destinati on Net nask = 255. 255. 255. 255
Prot ocol = TCP

Service = FTP

Schedul e = Morni ng Hour (6:00am-10: 00am
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Action:
Committed = 1500 Kb/s

Condition:

Source IP = 192.168.168.1

Source Net mask = 255. 255.255.0
Destination P = 192.169.169.1
Destinati on Net mask = 255. 255.255.0

Pr ot ocol = TCP
Servi ce = ANY

Schedule = O fice Hour (8:00am-5:00pn

Action:
Maxi mum = 3000 Kb/s

192.168.168.1 192.169.169.1
[ | Morning Hour(6:00am~10:00am) Rule 1
Kb/s
u Office Hour(10:00am~5:00pm)
Kb/s
QoS
ISP ISP (8:00~17:00)
Schedule
Book Service Book Schedule Book  Group Book Book
(entry) (alias name)
Book
Source  Destination
2-4.2.
Windows JBuilder

JDK

Swing

1500

3000

Address

Java
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Applet

2-95.

B HTTP

HTTP

5. ( Source
IP/Port Destination IP/Port  In/Out Octets  Start/End Time )

2-5.1.

Windows NT 4.0 Service Packet 6
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(patch) Winsock

Windows 2000 Winsock Win 32
NT ( Windows 2000)

1. NT — Service( UNIX  Daemon)
Windows
!
2. NT UNIX crontab —at
2-5.2.
MAC
2-8
\PBMP GetReunest
T L
ng“é}%’i
PBMP Get R¢
. . >
Pol ijcy Pol i cy
Maker Server BandKeeper
FO‘ijyd‘/PE.MP Get R
___ |aRge?
‘/PBMP Get Regsel t
2-8 /

2-5.3.

2-9
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Starting,Listen

Terminating

2-9
Listen
Helo
Lock ( ) session
Lock 120
Signature
Signature Unlock
session
TerminatedEvent session
L ock Lock Request
GetActiveConnection  Helo
2-5.4.
(Error)
(Warn) (Inform)
(E-Malil)
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2-10

B Policy vent o ] 4
File Edit Option
el

Type | Date | Time | Source Description ;I
\EJ Inform  2000/06/12 010313 Dappic. exe Debug: CAPROGRA™TWPOLICY ~142000-6-12-TopT enGroup.phg

\EJ Inform  2000/06/12 010313 D appic. exe Debug: CAPROGREA™TNWPOLICY ~142000-6-12-TopT enPratocal.phg

Q Error  2000/06/12 01:11:08 ftpPop.exe FTP erar code:fiE

\-E;) Infarm  2000/06/12 02:08:28 D aypic. exe Debug: CAPROGRA™TNWPOLICY ~1%2000-6-12-0 ataR ate. prg

\EJ Infarm 2000/06/12 02:08:29 D aypic. exe Debug: C:APROGRA™TNWPOLICY ~14%2000-6-12-Conntum.pha

\EJ Infarm  2000/06/12 02:08:29 D ayZpic. exe Debug: CAPROGRA™TWPOLICY ~14%2000-6-12-TopTenT alker. png

\-EJ Inform  2000/06/M12 02:08:30 D ayZpic. exe Debug: CAPROGRA™TWPOLICY ~14%2000-6-12-TopT enListener. png

\-EJ Infarm  2000/06/12 02:08:30 D ayZpic. exe Debug: CAPROGRA™TYWPOLICY ~14%2000-6-12-TopT enGroup.png

\-EJ Infarm  2000/06A12 02:08:31 D aypic. exe Debug: CAPROGRA™TNPOLICY ~142000-6-12-TopTenPratocol. png

0 Error - 2000/06M12 02:09:37 ftpPop.exe FTF ermor code: i

\'E'J Inform  2000/06/12 02:11:50 FoliceServer - C:ABk_r Policy Server; Last Modify Date; [Jun 11 2000, Time: [07:14:41] Venon: 2.1.2.1

\'E'J Inform  2000/06/12 02:11:50 PolicyServer - C:ABk_r Start Policy Server, port 6553 for manager, port 6534 for bandkeeper, -

4| | 3
|T0tal 6111 eventiz). s

2-10
2-5.5.
Group Taker

Listened Protocol
2-11

(search)

29



T Handkecper Leporting Systes - Microsoft Inker nlorer

[140128 047 =

Expont

Host Masie Tz Fx Huost Marme Tx Rx
W FEFAL 2B [ LMGE [0 pemews ackied re=140.120 1 1¢ [ 3111 | 1243018
PR IR RED L4IGE | 24300 |7 berdit os pro pdu tr %10 1350 5 L6OME [i51.25MB
EEREF-TE L 45MB P22 4308 |8 Baloe oo pro e b <140 1285218+ L#ME F1371MB
4 halrEsa {Fe0 TBME | L36ME [0 BBE Domd HOTU sdu w140 11303 L40= 506 71ME | 524 MR
5 El0AG1ETAIS |14, 57K 622 04MIE |10 pudOT.puedutm<ldd L2 AZT= |s=247E HeTaemE

2-11
2-6.
[ | (BandK eeper Agent) PBMP
[ | (BandK eeper Module)
(flow)
[ | (EventLog Module)

(transparency)

(topology)




(Telnet) (FTP)

2-6.1.

TCPIP

Ternary Match Module

(HTTP)

oSl

2-12

(Rule Table)

Matched (Yes/No)

Match
Information Core Function Rule Table M\ Information Table
|:"> —>
2-12
Delay-Ack Sliding Window
(round trip time) TCP
(retransmission timeout)
2-13 Ack
TCP Ack
Sliding Window 2

2 Sliding Window

Ack
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Sender

Seq:

64601

Seq.

2-13
2-14 Ack
TCP
Ack
Sliding Window (blocking)
Sliding Window
Delay-Ack Sliding Window
(Queue)

BandKeepe

0
N‘Ck
et |
e

W

hgtp.

. 6460
pck:
Change window
Del ay Ack

!

C 4
0
N‘Cket
L

Receiver

760
460°

size and

460
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Sender BandKeepe

Seq:

0
P
\'Cket Le
Ngtp. P
Change windoWy size I%,GO |
...0 !
Bl ock Send\l{p\“c'K' 6

AC\(: n:
260, W

Change windgw size to
re-start trfansmission

Seq.
q 6460

P
\'Cket Len
gt p -
T

2-14

2-6.2.
(Timer)
2-6.3.
(queue)
512K bytes
(embedded system)

Receiver

760
460°

OOO
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2-6.4.

WinowsNT 4.0 Service Packet 6
WAN LAN WAN
LAN  WAN 2-15
E i
UserLevel | wanvagen o TP PR AT
~ Kernel Level [ wi s/?/ Se'vTZe' """
I'nt Control
TCP/ | H BandKeepegr Cor e
AN JAN
T T |
L2 L2 |
5 Intermedia Layer[ (Single
%) FAN
T |
v |
NI C Driver
4 N I
/" N\ |
% |1|m 2 o [“]_I] P
et TP
N N
WAN LA
Kllld I
2-15
NT P
LAN  WAN

LAN
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LAN

2-16
1 LAN 1
2 WAN 2
LAN _Port]” KWAN Port

Cloud
= — Cloud
Policy Server BandKeeper
2-16
WAN LAN
Intermedia Layer
TCPIP WAN  LAN
NT IP
WAN LAN Intermedia
Layer TCP/IP  Winsock
NDIS BandKeeper Core

2-1.
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( ISP ) Policy Log Export(PL Export)

PL Export
PL Export
2-17

Any Platform
(Windows,WindowsNT,Unix...)

® %

Database

(1) Execute PLExport

(2) Send User Specified Request

(3 Export Log Data

(4) Trandate Log DataTo Text Format

(5 Import Text Formatted Data to Database

Policy Server

2-17 PL Export
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—Catapult
Client  Server
[ | | P/Port
[ | Quota
[
[
WAN  LAN
PC PC Catapult

192.168.66.1

Switch

Catapult

Rule

Rule/Connection QoS

3-1

Switch?®

l

[l o o

N[

Switch

Cl/i ent
. 99.

192.168.66.168
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Address Book
Name |P Address
Policy Server 192.168.66.1
( TestClientl)
L ocal
Test Client 2 192.168.66.2
Subnet 66 192.168.66.0
Test Client 3 192.168.99.3
Remote Test Client 4 192.168.99.4
Subnet 99 192.168.99.0
QoS

Rule 1: (Incoming)

Condition:
Source = Test Client 3

30

Subnet Mask
255.255.255.255

255.255.255.255
255.255.255.0

255.255.255.255
255.255.255.255

255.255.255.0

(flow classification)

Destination = Test Cient 2

Servi ce = ANY
Schedul e = ANY

Action:
No any limtation.

Rule 2: (Outgoing)
Condition:

Source = Subnet 66
Destinati on = Subnet 99
Service = FTP

Schedul e = ANY

Action:
No any limtation.

1. CuteFtp  Test Client 2

Test Client 3

38



CuteFtp 930KB/s=7440Kb/s ( Rule2 )

2. Test Client3 Test Client 1

3. Catapult Test Client 3  Test Client 2 12345
Catapult - 8400K b/s (
Rule 1 )

& Catapult  weraon 0.9

Server | et | Clar | #eICONN: 4 |1 | sokmes _— i [ 6ol

Sample Rote (ms): aT e :
IP: [ e @ ¢ s [£000 B Exit
PROTOCOL : [1CP +] PORT: [13345 DATA BIZE (Bytes) . [100000000 70 bbps : :

Total Connections: 1, Elapsed Time (s2c): 21597 TotalReceived (Bates): 2130136, BW (Ehps): 835880 ;I
SOCEET: DDDDDDZ4 Recewed (Bartes): 2149276, Interval Time (ec): 200, BW (K pa): 8297 27, Totally Beceived (Bartes): 46102528
Total Connections: 1, Elapsed Time (sec): 217! 9'? TotalFeceived (Bates): 21493'?6 BW (Kbpz): 839? k¥
SOCEET: DDDDDDZ4 Eeceived (Bytes): 2145280, Interval Time (mc): 200, BW (ths) 8280 41, Toha]ly Eeceived (Bytes): 48247808
Total Connections: 1, Elapsed Tmle (=c): 219 9'? TotalEeceived (Elytes) 2145280 BW (Kbpz): 838 41 =i
SOCKET. DOODO024, Received (Byles): 2144256, Interval Time (sc):  2.00, BW (Kbps): B378.26, Totally Recsived (Brtss): 50392064
, Elspsed Ti 7 | (B 3 P -]
; T T T T T T (Kbps)
10800 F1oe00
QE00 EQﬁDD
2400 / 400
TZ00 ET2DD
G000 ESDDD
4200 -4800
FE00 ESﬁDD
2400 g : : E2ann
1200 ! | | i ! i 31200
a 1 | L i 1 i

Rule 1: (Incoming)

Condition:

Source = Test Cient 3
Destination = Test Cient 2
Servi ce = ANY

Schedul e = ANY

Action:
Connection Maxi num Rate (Renote=>Local) = 700Kb/s

39



Rule 2: (Outgoing)

Condition:

Source = Test Cient 1
Destination = Test Client 4
Service = FTP

Schedul e = ANY

Action:
Rule Commtted Rate ( ) = 4000Kb/s

1. Catapult TestClient3 TestClient2 12345 10
630Kb/s ( Rulel )

& Catapult  wersion 0.9

senver | et Clar [ #efCONN: 4 |ID N
Sample Rate : i E :
IP: [Tt & - ¢ 00 4 i'
PROTOCOL : m PORT : IW DATA S1ZE (Brtes) IIDDDDDDDD 70 Mbps N - Fanss! |
Server Port 12345 ﬂ
Server Operation
Total Comnections: 0, Elapsed Time (mc): 1310 TotalReceived (BEutes): 0, BW (Ebps): 0,00
Total Connections: 0, Elapsed Time (=c): 1410 TotalReceived (BEytes): 0, BW (Ebps): 000
Total Connections: 0, Elapsed Time (s2c): 1510 TotalReceived (Bates): 0, BW (Ebps):  0.00
Total Connections: 0, Elapsed Time (s2c): 16,10 TotalReceived (Bates): 0, BW (Ebps):  0.00
Tot] Connections: 0, Elapsed Time (ec]: 1710 TotReceived (Bys): 0, BW (Kbps): 0.0 =
3 o

700 Froo

&00 ﬁ; = Feoo

500 ” | _500

400 ] 400

30 e _ s S e

200 e ﬁ — —+— b

100 ! ! } ! ! ! . . 5100

a a
2. CuteFtp Test Client 1 Test Client 4
CuteFtp 275K B/s = 2200K b/s FTP
4000K b/s ( Rule2 )
3. Catapult -
540K b/s

40



& Catapult  rsion 0.9

erver | ciet | g || FOECOMNEL G0 | somes - —
IE: T SEEERSE i SR 1000 | il
PROTOCOL : [TcF | PORT: IW DATA 3IZE (Bytes) - IW MMbps -1 - Pausl |
Server Port 12345 ﬂ
Server Operation
Total Connections: 0, Elapsed Time () 1210 TotalBecetved (Bytes): 0, BW (Kbps):  0.00
Total Connections: 0, Elapsed Time (zec): 1410 TotalEecetved (Bates): 0, BW (Kbps):  0.00
Total Comnections: 0, Elapsed. Time (zec): 1510 TotalReceived (Btes): 0, BW (Kbps):  0.00
Total Connections: 0, Elapsed. Time {zec):  16.10 TotalReceived (Butes): 0, BW (Kbps):  0.00
Totl Comnections: , Elapsed Tame (sec) 17 10 TowlReceived (ytes) 0, BW (Kbps): 000 =
— S )
700 - - oo
00 500
&EWWE
500 Fs00
400 5400
300 5300
200 5200
100 5100
- ! F
o i - Mo
4, Test Client3  Test Client 2 630K b/s
QoS
Rule 1: (Incoming)
Condition:
Source = Test Cient 3
Destination = Test Cient 2
Service = ANY
Schedule = 10: 00 ~ 11:00
Action:
Connection Maxi num Rate (Renote=2>Local) = 300 Kb/s

Rule 2: (Incoming)

Condition:

Source = Test dient 3
Destination = Test Cient 2

41




Servi ce = ANY
Schedul e = 11:
Action:

Connecti on Maxi num Rate (Renote=>Local)

00 ~ 12:00

1 BandK eeper 10:58
2. Catapult TestClient3  Test Client 2
270K b/s ( Ruel )
( Rule2 )

12345
11:00

= 800 Kb/s

Catapult
780K b/s

& Catapult  wersion 0.9

senver | et Clar [ #efCONN: 4 |ID | osommes -
Sample Rate (ms): i E :

IP: [Tt & - ¢ ple Rate (ms): 2000 ; i'
PROTOCOL : ITCP ,l PORT : |12345 DATA S1ZE (Brtes) IIDDDDDDDD 70 Mbps N - Fanss! |
Server Port 12345 -
Server Operation
Total Comnections: 0, Elapsed Time (mc):  12.50 TotalReceived (BEwtes): 0, BW (Ebps): 0,00
Total Connections: 0, Elapsed Time (=c): 14 50 TotalReceived (BEytes): 0, BW (Ebps): 000
Total Connections: 0, Elapsed Time (s2c):  16.50 TotalReceived (Bates): 0, BW (Ebps):  0.00
Total Connections: 0, Elapsed Time (s2c):  18.50 TotalReceived (Bates): 0, BW (Ebps):  0.00
Tot] Connections: 0, Elapsed Time (ec]: 3030 TotReceived (Bys): 0, W (Kbps): 0.0 =

Qoo Fagg FEP3

200 "‘w 00

700 // 5700

600 Jf/ 3500

500 i Esao

400 f i 5400

| | | | | E

300 Fao0

200 5200

1004 T ! I I 3100

| | | | | | 5
] a

Rule 1: (Incoming)

QoS

(Quota)
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Condition:

Source = ANY
Destinati on = ANY
Servi ce = ANY
Schedul e = ANY

Action:
No any limtation

Rule 2: (Outgoing)

Condition:

Source = ANY
Destination = ANY
Service = ANY
Schedul e = ANY

Action:
No any limtation

1. Address Book Policy Server
Test Client 4

2. CuteFtp  Test Client 1

10M
10M

CuteFtp

Max Quoa

Test Client 1

(Duration)

10MB

(Max Octet)
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4-1.
(device-aware)
4-2.
Bug
4-2.1.
Java Applet
Book
C (pointer) Java Applet
Java
4-2.2.

PBMP SSL GSS
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4-2.3.

10M
(Wire-Speed)
70%
(hardware-based)

4-3.

(software-based)

100M

512 bytes
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