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1.1HTTP

TCP/IP(Transmission Control Protocol/Internet

Protocol)[20]
HTTP(Hyper Text Transfer Protocol)[1][17] 12 HTTP
FTP(File Transfer Protocol) Request Web

Web Response

(Client) (Server) HTTP
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HTTP (Stateless)
Cookie HTTP HEAD
HTTP
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1.2 (Cookie)

Web
Cookie(

Cookie
Key In

Cookie Web

.,J cookies b - SEERAR

+|oEElle

BEE ®EE A0 HED

1.3)[2][3][4][5][6] Cookie
Cookie

Cookie

821 15| =1 71 W] § |2 )| | =L

# Netscape HTTP Cookie File |
# http://wuw.netscape.com/newsref/std/cookie_spec.html
# This is a generated file? Do not edit.

FALSE  /E|/cookiecutting.files FALSE 1876284800 agent_it 781802875621
ww.itworld.con FALSE  /agentIT FALSE 10876284800 agent_it 477034154274
nav3d.itworld.con FALSE  /fagentIT FALSE 10876284800 agent_it 767158917
wuy.kino.com.tw FALSE / FALSE 2145801767 HGUserID 8baf4hed-29815-952304174-
netg.kino.com.tu FALSE / FALSE 2145881769 HGUserID 8baf4haf-5316-952
.doubleclick.net TRUE  / FALSE 1928499363 id e/15f5dd
ad1.247nedia.con.tu FALSE / FALSE 2145881691 ACCUPRO 39560-952886292-2024
.focalink.com TRUE  / FALSE 1293796952 SB_ID  B9528876950080659303156 63687053
sur2.iadnet.con FALSE / FALSE 984506820 iadnet 38cd2df7342e0001
.netscape.com TRUE  / FALSE 1293840158 UIDC  218.78.55.244:0953846457 1651425
.zdnet.com TRUE  / FALSE 1641310951 cquersion 4
.zdnet.con TRUE  / FALSE 1641310951 browser D24637F438DA5SEET
uk.ads.link4ads.com TRUE  / FALSE 1893456037 uid 0x16e9129Fc.0xd24637 14
.click2net.com TRUE / FALSE 978847999 160 6006003890200953751299
.nediaplex.com TRUE  / FALSE 1245628808 svid  9541684650029844243527817204
netg.kino.com.tu:80 FALSE / FALSE 2145801754 HGUserID 8baf4haf-18857-95
.yahoo.com TRUE  / FALSE 1271361757 B ab74rmihdgmpléf=g
.com.tu TRUE  / FALSE 2051222357 SITESERVER ID=cbbed53F85F4d14alb863FF981cdd5
h@1._hotrank.com.tw:1825 FALSE / FALSE 2145801600 HOTRANK 68672-957454254-707-h01-6
uwu.to-door.con.tu FALSE FALSE 1293724929 SuperShop true
windowsnedia.con FALSE / FALSE 1865294151 HCA U=28&GUID=517397658B B34FD2
veb._hotrank.com.tw:1825 FALSE / FALSE 2145881608 HOTRANK 71586-957894011-82-web-31
megaquote.chinasec.com.tu FALSE  / FALSE 984585750 name  1887=%A6%DB%B3%SD
megaquote.chinasec.con.tw FALSE / FALSE 1689344148 1001 %272319%27%272803
meltingpot.fortunecity.com FALSE / FALSE 991148926 Juave 1
veb.hotrank.com.tw:1825 FALSE / FALSE 2145881600 HOTRANK G 9447-960180581-11
210.71.181.285 FALSE  / FALSE 213762301 CFTOKEN 26689
210.71.181.205 FALSE [ FALSE 2137623001 CFID 80868
.addwe.con TRUE  / FALSE 978519792 8 date 20008609110931 -
< | e o
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1.3 Web (L oad Balance Web Proxy)

( 1.5)
( 1.6) (Load Balance)[12][13][14]
1 (Round Robin)
2 (Connection Leastly Used)
3 (Weighted Round Rohbin)
4 (Weighted Leasdy Used)
Internet
1-5
Web Proxy Web Web Proxy
Web Proxy
1 (Forwarding)
2 (Fltering)
3 (Caching)
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1.4

(Outline of the Thesis)

Cookie
HTTP
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2. Hyper Text Transfer Protocol

HTTP(Hyper Text Transfer Protocol)
Web HTTP
HTTP
2.1)

Client Internet Web Server

2-1 HTTP  Web
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21HTTP (HTTP Transaction)
(URL) (Request)

(Request) (Response)
() (Request)
GET /HTTP1.1
Accept: image/gif, image/x-xbitmap, imagejpeg, image/pjpeg,
application/vnd.ms-powerpoint, gpplication/vnd.ms-excel, application/msword, */*
Accept-Language: zh-tw
Accept- Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible, MSIE 5.01; Windows NT 5.0; DigExt)
Host: 140.114.89.72
Connection: Keegp-Alive
Cookie: Password=72; UserName=test

GET
)
HTTP 11
oZp deflae
User-Agent 4.0
5.01 NT IP
TCP/IP
Cookie (UserName) (Password)

() (Response)
HTTP/1.1 200 OK

Date: Mon, 23 July 2000 10:33:12 GMT
Server: Apache/1.3.6 (Unix)

Last-Modified: Fri, 20 July 2000 15:11:24 GMT
Etag: “ 2d2fc- 768-782g4ed3”

Accept-Ranges. bytes

Content-length: 432

Connection: close



Content-type: text/ntmi
Set-Cookie: Password=72; UserName=test

<html>

<head>

<meta http-equiv="Content- Type" content="text/html; charset=big5">

<title>Cookie Example</title>

</head>

<body>

<h1>Cookie Example</h1>

<hr>

<form method="pog" action="reg.asp" name="frmUserDatd'>

<input type="text"

name="txtUserName"
sze="20"
vaue=""><p>

Password  <input type="text"
name="txtPassword"

sze="40"

vaue=""><p>
<font color=red> </font><p><input
type=submit vaue=' >
<input type=reset value=' >
<fform>
</body>
</html>

HTTP/1.1 200 200
" OK”
Web Apache/1.3.6  Unix
Cache entity tag
Caching
(Record)
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Cookie
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2.2 (Heads)

HTTP Transaction 7]
(Head)
HTTP HTTP
1 (Generd Header)
2. (Request Header)
3. (Response Header)
4. (Entity Heeder)
1 (Genera Header)
Cache-Control Connection Data
2. (Request Header)
Accept-Charset  Accept-Language  Cookie
3. (Response Header)
URL Accept-Ranges

Age Etag
4. (Entity Heeder)

GET POST Content-Encoding  Content-Length

Content-Type
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2.3 (Cookies)

Cookie[9][10] Cookie
" Cooki€” " Set-Cookie” " Cookie”
Cookie
" Set-Cookie”
Cookie Netscape
(Navigator)  Microsoft (Explorer)
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1. (Navigator)
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2. (Explorer)
Explorer
Cookie

[8]

chaly

C:A\Documents and Settings\test\Cookies(

Win 2000 Profession
2.4) charly Cookie
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3. Cookie Web
(Cookie-Based L oad Balancing Web Proxy)

Cookie (Load Baancing)Web
(Proxy) Proxy
Web Cookie
Cookie
Web Proxy
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3.1 Cookie Web

(Cookie-based L oad Balancing Web Proxy M odel)

(31 (Proxy) (3.2

ol !
Internet

Client

31
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Web Server
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Intranet  ( 3.3)
Intranet

Web
Cookie
Intranet

Cookie (Load
Baancing)
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3.2 (Cookie)

Cookie Web
Cookie
Cookie Web
Proxy Cookie
=]
/ Web Proxy
Intranet
Internet
33  Cookie Web Proxy
Cookie[ 22][24][25][26][27]
Set-Cookie
Cookie TCP/IP
Web Proxy Cookie
34 Web Proxy
Web Proxy
Web Proxy Cookie TCP/IP
Cookie Web Proxy Cookie
Set-Cookie Set-Cookie
Cookie

Cookie
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3.3 (L oad Balancing)
Web Proxy

Web Proxy

Web Proxy (Load Balancing)

(Round Raobin)
(Connection Leastly Used)
(Weighted Round Rohbin)
(Weighted Leasdly Us=d)

DN PRE

3.3.1 (Round Robin)

Web Proxy Cookie

3.3.2 (Connection Leastly Used)

(Connection Leastly Used)
Web Proxy
Web Proxy

Time out
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3.3.3 (Weighted Round Robin)

(Round Robin)

(Weight)
A B C A 1 B 2 C
3 A B
C
3.34 (Weighted L easely Used)
(Weight)
A B CA 1B 3
C 4 A A B C
12 B 8 C 9 B
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3.4 Web (Web Proxy)

Web [23]
Web
1 (Forwarding)
2. (Filtering)
3. (Caching)

34.1 (Forwarding)

Web
(URL)
Cookie
(Load Baancing)
(Proxy)
Web Proxy
IP(  URL) Web Proxy
Web Proxy
Cdl in
Web Proxy
Cookie
3.4.2 (Filtering)
Proxy
Proxy
Web Proxy Cookie
Cookie Cookie

Cookie
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3.4.3 (Caching)
Proxy Proxy
Proxy

Proxy time out

Web Proxy
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3.5 Cookie (Cookie-based

L oad Balancing M echanism)

Cookie 3.6 Web
Proxy TCP/IIP HTTP (Hyper Text Transfer
Protocol) Web Proxy 80 HTTP
Web Proxy Daemon
Web Proxy Daemon

Cookie-based Load Balancing
Web Proxy Daemon

EMicmst;_ft
: TCP/IP

BLAC Drjver

Clien Server
R T TP TII TR P T IPIT A TOT T k=

3-6 Web Proxy Daemon Protocol Stack



Web Proxy Daemon ( 3.7)
(Cookie Look-up Module):
Load Balancer
(Load Balancer):  Cookie Look-up Module
Web Server
(Server Digpatcher):  Load Balancer
Web Server
(Pivot Module):

3-7 Web Proxy Daemon

Cookie

Web Sarver




Web Proxy Daemon

: Web Proxy
Web Proxy 3.8 IP( URL)
Web Proxy Web Proxy Web Proxy Daemon 80
Web Proxy Daemon
Cookie
Cookie
Web Proxy Cookie
Web Proxy Daemon Cookie
Cookie time
out
time out (Load Balancing)
Web Proxy Daemon (New Thread)
Client
SYMN

N Web Proxy Looks.

apping Tab
b
X Session
p ime out
Y
Cookie

Select Server _ RESEt.
QYN Server Session Tiumer

¥

New Thread
* Transfer Data
To Server

3-8
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4, (Implementation)

Cookie Web [27]
JAVA [18][19]

4.1 (Environment)

Web Server

[T

ek Frogy

Internet

g
Client —
ey
Client
4-1 Web Proxy
Web Proxy Internet
Web Proxy IP Web Proxy
4.1 Web Proxy Intranet
Web Proxy LAN Web
Web Proxy Web Web Proxy
NT Web Proxy Daemon NT
Internet
(P )
Web Proxy



4.2 (Cookie)

Cookie Cookie
( 4.2)[21]
Web Set-Cookie Cookie
4.3)
Cookie Web Proxy
Cookie

(Latency Time)

Web ? Web
Cookie Cookie
Cookie Cookie Cookie
Cookie
IP Cookie Web

[ 3 Cocbie Bwenple - blamaoit Inteoued Explues B o) | [ | 01 R 0] | P B e | | 20 ) ) e )
| WRE WA EORFW TRO HER -
| . D E D DllE dEnE P08 |[B-23.-H 2
JE LT P pr—— ] oE |
. =
Cookic Example
g g o et

SREE A Password | 1M
EmRER L EE  RELl R RS - BT TER, 5

[ e

4-2



HED SRE Hh0 RED

B | o | ] 201 R 01 | PR 22 7| L | 2 ) ) =t ]

nebgl . kine.com. te
ThO.115.B9.75 FALSE
1hB.118.8%.75  FALSE

# Herscape HTTP Eookie File
# httprsiuug, netscaps . consneusreffstd/ocaakie_sperc . htnl
# This is a gemerated Filet Do not edit,

¥ FALSE  Z14580173% HEBser ID
FRLEE 9647 D@24L0 Paszsuord 212121
FRLSE 9646700240 UserHane charly

<
4-3 Cookie
Web Proxy
(Synchronization) Handshaking
Cookie Cookie
4.4) Cookie HTTP Header
Cookie HTTP Header
(Buffer) HTTP
Payload Buffer Cookie
Cookie ( 4.5)

Cookie

|

d23bP0TF2-Ta2y- 9064

el of

TCP/IP

Web Proxy(

" Cookies’



Client Server
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sy NTACK
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fet J ATIRMYY
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4.3 (L oad Balancing)

PrioritylpAddress
( )
Prioritylp Char |7
IpAddresss Char |15 IP
ConncetionNum  {Int 4
Weight Int 4
4-6 (Load Baancing)

B Himat - [y ) 3 XI= B 1 &) = 2L 2] S| -l

]@&mﬂﬁm&ammmmmﬂﬁum JE[_
M- @eRy 2By v @ NY TR
phiws | Py | Comrboon | Fight
140E12 pe % &
140 k12 88 73 §
&

d

|40 348972
10134897
1401344078 B
1401744076 ]
011480 ic

c

c

Aefinls

EEEEEERT

140 148079
0144070

Sl e Sl sl A s D e

4-7 Web Proxy
Web Proxy (Client)
Cookie Cookie Web Proxy
(Load Balancer)
Cookie Load Balancer Cookie
Load Balancer Cookie Look-up
Module ( 4.6 4.7)
Web IP  Load Balancer

(Load Baancing) Web



DN PRE

(Round Robin)

B
140.114.89.76
140.114.89.75

(Connection Leastly Used)
(Weighted Round Robin)

(Weighted Leasdy Used)

2
Server Dispatcher

140.114.89.75 1

140.114.89.75



4.4 \Web (Web Proxy)

dl —— 5 ——dl
Intranet [ES
Internet S

Client WebProy — Server

4-8 Web Proxy
Web Proxy Cookie Look-up Module Cookie
Load Balancer Balancing Server Dispatcher
Web Proxy[15]
Server Dispatcher Web
Pivot Module Pivot Module
( 4.8) Pivot Module
Web Proxy
Web Proxy
Web Proxy TCPIP
Web Proxy TCP/IP Socket[16]



5. (Conclusion and Future Work)

Intranet
Cookie Web
Cookie
(Load Baancing)
Intranet IP
Load Balancing
Load
Balancing
(Bandwidth Control)
Cookie (Identification)
Web Web Client
Client Client Cookie
Web Cookie
Client Client
Cookie Client Client
Cookie
Web Proxy IP
Web Proxy Cookie Web
Proxy Web Proxy N (N-tier)
(Internet) Web Proxy
Load Balancing Cookie
(future work) Cookie
Cookie-based session tracking Persistence Web
Proxy Load Balancing Client Web Proxy
HTTP (Stateless) Client

Request Web Proxy
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Web Proxy
Cookie Web Proxy

Web
Online Ordering Systems Cookie
Cookie
Cookie Site Personalization
Web
Cookie Client Web Cookie
Client
Cookie (Identification) (Classify
Traffic) Cookie Search Engine
Keyword Cookie

Internet
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